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The business value of the Web, including its capacity for collaboration and real-time content availability through Web 2.0 
applications, outweighs the inherent risks associated with an open environment. While integral to business productivity and 
profitability, the Web can also be detrimental, opening organizations to new attacks and malicious technologies that evade 
traditional prevention and detection.

Not surprisingly, more security attacks currently target users through the Web than via email, leaving the majority of IT security 
vendors unprepared for the volume and type of attacks used.

Despite the escalation of sophisticated Web attacks, many organizations continue to rely on conventional security methods to 
protect their data, employees and customers.  Most users assume their systems are well-protected via regular desktop-based 
antivirus, application and operating system updates. However, this presumes that most users meticulously install updates as 
they’re released, which is not the case. For example, an MDAC vulnerability—patched in 2006—is still used successfully in 
attacks today.  

Even more discouraging: The most security-conscious users may still be vulnerable, depending on the tools and applications they 
use for protection.

The conventional wisdom in Web security has been that a layered approach is most successful at stopping threats. Generally, that 
strategy has included two layers at the gateway: URL filtering and the application of signature-based anti-virus scanning.  During 
this time, the databases of anti-virus signatures have skyrocketed as vendors tried to keep up with the deluge of malware threats 
and websites. 

While we believe that using a combination of technologies is still necessary, recent data show that the contribution of URL filtering 
and signatures has significantly dropped. In fact, the data from this report, taken by researching a sample of live malicious URLs, 
shows an alarmingly low effectiveness rate—even when using applications from three different major anti-virus vendors. Anti-virus 
scanning is only 40% effective at stopping Web-based threats.  In addition, URL filtering effectiveness is as low as 3% in properly 
categorizing malicious URLs as malware. So, what is the window of vulnerability?  At least 6 in 10 malicious URLs get through 
in the absence of real-time code analysis technology.

According to a recent report by IDC, “The advances in Web 2.0 technologies require a new generation of Web security tools that 
go well beyond traditional URL filtering.”1 In this report we discuss the effectiveness of current tools and establish the need for 
real-time code analysis as the base technology for stopping new and dynamic Web-based threats.

 1 Worldwide Web Security 2009-1013 Forecast and 2008 Marketshares: It’s All About Web 2.0 You TwitFace, IDC, August 2009
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HOW WELL ARE YOU COVERED?

In February 2010, M86 Security Labs collected and tested more than 30,000 live malicious URL samples that were obtained 
from M86 Security’s customer base, M86’s Securebrowsing tool, and third-party feeds. After the samples were confirmed live, 
they were tested against three types of tools for detection effectiveness: a third-party URL list, three signature-based anti-virus 
scanners and real-time code analysis technology from M86’s Secure Web Gateway. The results are outlined below.

URL Filtering

URL filtering, one of the earliest Web security technologies, was tested first. URL filtering controls where users go on the Web, 
effectively monitoring and managing productivity. Many URL filtering companies have developed large and sophisticated 
operations for crawling the Web. They claim to scan millions of URLs per day for content filtering and malware. However, because 
legitimate websites now comprise the majority of infected sites, this detection method has become less effective. To work, the 
vendor’s remote scanning network must scan the Web page while it’s infected and send this update to the customer. Knowing 
this, cybercriminals beat the odds by rapidly infecting many Web pages for only hours at a time.

The URLs were tested in real-time as M86 Security Labs was fed the active malicious customer URLs. Although the filtering lists 
had little time to react, it demonstrates the danger of relying on a filtering list-based security solution. Infection would have already 
occurred before M86 received the customer updates.

Despite common assumptions, URL filtering-based protection is employed by industry heavyweights as well as smaller vendors 
or in UTM-based appliances. In addition, high-profile vendors offer non-scalable real-time code analysis technology that analyzes 
content only on the URLs deemed malicious by their URL filtering list (3% in our test), making reliance on these URL filtering list-
based products more dangerous.

Anti-virus Scanners

Most organizations install an anti-virus scanner on their users’ desktops. As a best practice, they employ a different anti-virus 
application at their internet gateway, assuming that two scanners will provide adequate coverage to stop most threats. But as 
shown in the results below, the effectiveness of these solutions is waning.

To better understand what has changed, this report will now present several examples of typical attacks and discuss the standard 
elements that allow cybercriminals to easily bypass existing static technologies.
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This fact is evidenced in the test conducted by M86 
Security Labs. Of the more than 15,000 malicious URLs 
M86 sent through a leading URL filtering list, only 444, 
or about 3%, were listed as known malware or spyware 
websites.  

Perhaps of a greater concern, 5,273 URLs were 
categorized as known legitimate websites. Therefore, 
they would not have been blocked. The final 9,283 URLs 
were unknown and tagged as un-categorized.

As in the URL filtering test, M86 Security Labs used 
more than 15,000 active malicious URLs fed from 
customers and ran them through a combination of three 
leading anti-virus scanners to monitor the catch rate. Of 
the 15,000 URLs, only 6,107, or 39%, were blocked by 
any one of the three scanners. Considering that three 
scanners were used for this test, the individual results of 
any single anti-virus application would have been worse.

URL filtering and anti-virus scanning are still important 
elements of any Web security strategy. However, as 
this report indicates, these technologies, even when 
combined, leave a window of vulnerability open which 
allows as many as 6 in 10 Web malware threats to get 
through.  



THREAT LANDSCAPE OVERVIEW

Understanding the pervasiveness of security attacks via the Web helps decision makers determine which technologies and 
products should be used to combat them effectively. Once real-life threats are pinpointed, determining the strengths and 
weaknesses of each possible solution becomes easier.

Money motivates most hackers to target both private and corporate users, and their successes drive them to continuously perfect 
their attack methods and techniques. 

Opening the Vulnerability Window

Cybercriminals prefer to attack using a previously unknown (zero-day) exploit, which uses a popular, legitimate site. They know 
that a fully dynamic attack is the key to prolonging its impact—even after the zero-day is discovered by security companies. This 
means that the same code is rarely served twice. Every request is answered with different, dynamically-created, hardly-obfuscated 
code. To launch their attacks, cybercriminals use combinations of three common elements: 

•	 Hacking	legitimate	Web	sites	to	serve	malware
•	 Executing	dynamic	malicious	code
•	 Exploiting	known	vulnerabilities	

Next, this report explores all three Web attack elements using real-life examples of cyber attacks.

Example 1: Hacking a Legitimate Site to Serve Malware

A well-known USA sports site was hacked recently by cybercriminals who used script served from the actual site (as opposed to 
referencing another server hosting the malware).

The malicious obfuscated script is injected in the HTML code of the site:
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Figure: Script Attack Example



After the de-obfuscation, a set of browser exploits is revealed:

This code should be blocked by every Web security product. However, security engines based on URL filtering and/or reputation 
technologies will fail to recognize this site as malicious because the code in question was introduced by a legitimate site. This site 
has a high reputation rating because it: 

•	 was	created	in	1995	(not	a	new	site	and	not	suspicious	to	Web	reputation	filters)
•	 is	located	in	the	U.S.	(not	in	China	or	Russia)	
•	 has	never	served	malicious	code	before
•	 deals	with	a	respectable	topic 

The malicious code was hosted on this site for only a few days before being noticed and cleaned by site administrators. The next 
time a Web crawler for a URL filtering or reputation product checks the site’s category and/or reputation rank, hopefully it will be 
categorized as sports again.

In the best case, URL filtering/reputation engines would check this legitimate site while the malicious code is still hosted there, 
though this rarely happens. And if that happened, it would be too late for the innocent visitors who’s systems were infected by the 
malicious code before it was re-categorized as dangerous. This highlights another issue: If users visited this site in their day-to-
day work, these types of security technologies would block access to the site, preventing them from doing their jobs.
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Shown below: Several well-known URL filtering list products categorized the site as it was hosting malicious code.

If this doesn’t work, what will?
These constantly-changing websites require a true real-time solution that scans actual content as it’s being accessed.
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Using patented real-time code analysis technology, M86’s Secure Web Gateway solution correctly de-obfuscated and identified 
the malicious code’s true intent and content. It then removed the malicious script from the Web page, fixed the formatting and 
delivered the safe content to the user. The actual log information from the Secure Web Gateway identifying the block is
shown below:

The default M86 Secure Web Gateway rules that identified the issue provide details on the attempted infection:

These rules are part of the default rule set, so users would not need to perform updates to block the attack. 

Detecting and removing malicious code from a legitimate Web page provides considerable protection from security attacks. But 
often, hackers execute dynamic malicious code, another level of Web attack which is discussed in the next example.
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Example 2: Executing Dynamic Malicious Code

When malicious code exploits one or more security vulnerabilities, the attack surface is widened. Using a malicious dynamic 
backend application (style PHP or ASPX) creates different obfuscated code samples for each browser’s request. The logic could 
vary from attack to attack, but the meaning stays the same: Unique obfuscated code will be served for each user. Such logic can 
be based on geographical location, browser type, or for each different IP address.

The code snapshots above illustrate different code obfuscations served from the same malicious URL for different client requests. 
The code is generated dynamically at run-time. In this case, security solutions based on static signatures are useless because of 
the infinite number of different signatures.
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To illustrate this point, we took one of the samples shown above and ran it through an anti-virus scanner testing service to see 
how well it was recognized:

The results were unsatisfactory, with only 6 of 42 anti-virus scanners recognizing the code as malware. Unfortunately, this is 
representative of the type of malware users encounter. And, in this case, the user would have been infected.

Closing the Vulnerability Window in Today’s Web Environment



Page 9

In this example, signature-based anti-virus scanners were unable to stop the attack. However, M86’s Secure Web Gateway 
properly de-obfuscated the malicious code in real-time as it was being downloaded by the user:

The M86 Secure Web Gateway recognized the hidden exploits contained in the code:

Shown above: The detail provided by the M86 Secure Web Gateway. Active, true real-time code analysis of the traffic accessed 
by users is essential to detect and stop evasive crimeware attacks that use advanced dynamic obfuscation techniques. 

This successful detection and prevention of dynamic malicious code-style attacks is another important step in closing Web 
vulnerability gaps. But for every door closed to a cybercriminal, another one quickly opens. The next example explores a 
particularly elusive type of Web attack.
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Example 3: Exploiting Known Vulnerabilities (Zero-day Attack)

Zero-day exploits have significant infection success rate. Below is a timeline showing seven zero-day attacks from the second half 
of 2009 and how the ”Window of Vulnerability” is a significant problem.  

The chart below shows when the vulnerability was discovered first, and when the vendor issued a patch or release to fix it.

In this example, users were left vulnerable to these attacks for nearly 40% of the time—even when assuming updates were 
performed immediately.

Zero-day vulnerability exploits give attackers the ability to increase their chances significantly for successful infection or 
exploitation. Real-time code analysis technologies are especially effective at blocking zero-day vulnerabilities, even before the 
attack or vulnerability is discovered.

Example: On Tuesday, December 15, 2009, the security community became aware of a new zero-day Adobe vulnerability being 
exploited in the wild (CVE-2009-4324). 

 
The real-time code analysis and behavioral analysis techniques scan the malicious PDF file, demonstrating how these attacks are 
detected before used by cybercriminals.
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Below is the encoded JavaScript stream from the infected PDF file:

After on-the-fly decoding, the malicious JavaScript is revealed:

At this stage, the scanning engine recognizes the “newPlayer()” vulnerability (checked in red). Because this is a zero-day 
vulnerability (the M86 Secure Web Gateway would be encountering it for the first time) the “newPlayer()” vulnerability would be 
considered unknown. Subsequently, the M86 Secure Web Gateway falls back to its behavioral analysis capability. 

Below, the behavior of the JavaScript is suspicious; therefore it is blocked by this default rule, requiring no updates.
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Behavioral analysis is the only way to protect against zero-day exploits.  

After this vulnerability is discovered and analyzed by M86 Security Labs, a new security policy is updated to the M86 Secure Web 
Gateway. It’s then fully recognized and blocked, as the logging information can now identify the vulnerability.

Active real-time code analysis, combined with the powerful behavioral analysis backstop, is essential to detect and stop 
crimeware that targets unknown and un-patched vulnerabilities.

M86 SECURITY’S PATENTED REAL-TIME CODE ANALYSIS TECHNOLOGY

Clearly, the use of multiple detection technologies is important to any defensive system. M86’s Secure Web Gateway provides 
complete layered protection against Web-based malware. The M86 Secure Web Gateway provides leading security for inbound 
and outbound threats, including URL filtering and anti-virus scanning.

However, in today’s Web environment, a simple layered defense is not enough. As demonstrated in this paper, URL filtering and 
antivirus scanning alone or combined may no longer block the majority of threats. That’s why M86 provides an added layer of 
protection with its real-time code analysis technology.

M86’s real-time code analysis is a unique technology that scans every piece of incoming and outgoing Web content in HTTP/
HTTPS/FTP.  It detects and blocks crimeware, malware, Trojans, targeted attacks and other malicious Web content before 
they can penetrate corporate networks, even when hiding in encrypted SSL traffic. Inspected content remains encrypted when 
entering and exiting the appliance, ensuring that unencrypted traffic doesn’t leave the appliance to avoid eavesdropping.

Cybercriminals increasingly use rich content types for distributing their malware on Web 2.0 and high-profile compromised 
websites. M86’s Acrobat Flash and PDF content inspection features detect and prevent active content embedded in rich content 
types in real time.

The real-time code analysis technology achieves the highest rate of malicious code prevention. The M86 Secure Web Gateway 
analyzes all incoming and outgoing Web content in real-time, regardless of its original source, and understands its potential 
effects before the code is executed. By discerningthe true intent of Web content, the real-time code analysis technology detects 
and prevents crimeware despite the propagation techniques and anti-forensics methods used. This prevents any malicious Web 
content from entering or exiting the corporate network, protecting enterprises from crimeware that could result in severe 
business damage.
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How the M86 Secure Web Gateway Analyzes a Web Page 

1. All content is analyzed for its true content type. 

2. The content is then broken down into its separate parts. 

3. These parts are processed by the specialist processing engines in the real-time code analysis technology, such as the PDF 
scanner, JavaScript scanner, behavioral engine, etc.  

4. This results in an overall behavioral profile for the Web page which is then compared with the user’s security policy.  

5. This security policy defines what is blocked, allowed or stripped from the Web page. 

6. Before the Web page is delivered to the user, the fix-up engine ensures that the page is properly formatted and safe for the 
user to view.
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SUMMARY

The purpose of the M86 Security Labs research was to demonstrate the issues users face regarding Web-based threats in the 
new dynamic malware environment. The threats that were tested only represent a sample of those encountered daily.  

As the examples discussed in this paper illustrate, a vulnerability window exists when relying on a simplified strategy for Web 
threat protection. Due to today’s Web environment and the nature of dynamic threats, many security technologies fail to prevent 
infection from evolving Web attacks.
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To provide the protection and trust necessary for users to benefit from the Web 
safely, M86 Security refers to the most effective combination of technologies as 
the three-legged stool, which comprises URL filtering, anti-virus and real-time 
code analysis.


