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FEATURES

¢ Network address translation can
(optionally) translate network IP
addresses to mask the internal network
structure from the outside world.

e Application-level proxies for many
protocols, including HTTP, FTP, and
SMTP, give you the ability to allow
or deny specific commands within
these protocols at the gateway level.

¢ Unique file IDs of each valid
program on your network make
changes to programs (such as by
a virus) immediately recognized,
treating the altered file as an
“unknown program” with your
specified permissions/restrictions.

Eliminate threats from viruses, spyware, and
malware with desktop and gateway security

Potential threats lurking inside and outside your network can compromise safety, expose
systems to harm, and lead to costly and time-consuming problems and outages. While anti-
virus software can reduce exposure to known threats, unknown threats remain unblocked.

Lightspeed Security Manager allows you to easily maintain the health of computers
across your network by stopping known and unknown threats to your servers and
desktops. Security Manager protects your valuable network resources from unwanted
access with its advanced, stateful inspection of network traffic.

Benefits Monitors and regulates inbound and outbound
traffic. Security Manager’s firewall actively inspects
both inbound and outbound network traffic to
determine, based on the configured security
policies, whether or not the traffic is allowed.

Blocks known threats. Lightspeed Systems
maintains a comprehensive database of

virus, spyware, and malware signatures—and
distributes signature updates to you every day,
and emergency updates immediately. For deeper,
more intrusive infections, Security Manager can
be used to disinfect severely infected machines
and return them to a pre-infection state.

Comprehensive, Customizable Reporting

Security Manager gives you access to
comprehensive information about potentially
dangerous applications, files, and users on your
network, so you can adjust user privileges, review
problems and troubleshoot issues, and plan for
ongoing needs. You can see a high-level overview
of email and messaging usage, and then drill
down for detailed information, with reports like:

Blocks unknown threats. To block spyware

and unknown threats, Security Manager
extends Microsoft’s built-in user security to
programs to give you proactive protection.
Program permissions give you direct behavioral
control over what programs on your network
can and cannot do, so you can block potential e Firewall Sessions

threats before they do real damage. e [ntrusions

e Unknown Programs

e Computers with Security Agent
e Blocked Programs

e Blocked Viruses

Inventories desktop software. Security Manager
lets you know exactly what software is deployed
where, so you can manage computers across the
network and save on software license renewals.

eneral Permissions

Dlenforce program permissions security
Prevent all unknown programs from running

urity Agent Property Set

Program Permissions

The Security Agent extends basic Windows security by adding program per
here.

Allowed to accept incoming connecti
Allowed to write to other progr:

Allowed to modify other programs on disk

allawed to modiy critical registry entries

Allowed to execute other programs

Allowed to access ritical system files

Virus Scanning Properties

Block virus infected programs from running
the entire PC for viruses at 1200 am  on
day
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Exceptional Service and Support

Our feature-rich solutions designed specifically
for schools are the answer to your network
management and security needs. But our
unparalleled service and support mean our
solutions will continue to deliver, long after
their easy implementation. With any Lightspeed
Systems solution, you can depend on:

e 24/7 live-person phone technical support.

e Comprehensive online knowledge bases.

e The Lightspeed Wiki, rife with user
collaboration and product expertise.

Professional Development and Training

Professional Services:

We provide customized, collaborative
professional development services to address
your specific needs. For more information,
please contact: ps@lightspeedsystems.com

Training:

To help you fully leverage your investment
in Lightspeed Systems solutions, we
offer an array of training options.

e Online introductory training and
user demonstration videos
e Administrator certification
® Regional training throughout the U.S.

Learn more about comprehensive,
innovative solutions for schools at
www. lightspeedsystems.com/products

Comprehensive Solutions for Your School

Monitor, manage, secure, and control your
school network with Lightspeed Systems
comprehensive solutions:
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Lightspeed Total Traffic Control
gives schools best-of-breed network
management and security with a
single comprehensive solution.

Lightspeed
Total Traffic Control
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- Email Manager

Lightspeed Email Manager allows
you to archive, report on, and manage
communications, while controlling
spam and email viruses.
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& Network Traffic Manager
Lightspeed Network Traffic Manager
lets you maintain network availability
and performance with traffic and
bandwidth management.
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Web Access Manager

Lightspeed Web Access Manager ensures safe
and appropriate web surfing both on and off the
network with customizable filtering, content
prioritization, and effective proxy blocking.

Lightspeed
= Power Manager
Lightspeed Power Manager allows you

to manage network energy costs with
automated energy conservation.

About Lightspeed

Lightspeed Systems Inc., founded in 2000,
develops comprehensive network security
and management solutions for the education
market. We are committed to helping schools
operate their networks effectively and
efficiently, so educators can provide safe
online teaching and learning environments.

Our software is used in more than 1,000
school districts in the United States, the
United Kingdom, and Australia to protect
more than 5 million students. For the past
two years, Lightspeed Systems has been
recognized on the Inc. 5,000 list as one of
the fastest-growing private companies.

Contact Us

Learn more about our products and services
at www.lightspeedsystems.com

We Welcome Your Calls and Emails

Lightspeed Systems
1800 19t Street
Bakersfield, CA 93301

Main: 877.447.6244

Support: 800.444.9267

Sales: sales@lightspeedsystems.com
Support: support@lightspeedsystems.com

See the powerful reporting, policy creation,
and customization features of Total Traffic

Control, and our component solutions, for
yourself. Schedule an online demonstration:
www.lightspeedsystems.com/demo
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