QUEST
SOFTWARE'

Smart Systems Management

Active Directory Provisioning:
More Efficient, More Secure...
Wouldn't it Be Nice?

Written by
Don Jones
Concentrated Technology, LLC

WHITE PAPER



© 2010 Quest Software, Inc.
ALL RIGHTS RESERVED.

This document contains proprietary information protected by copyright. No part of this document may be reproduced
or transmitted in any form or by any means, electronic or mechanical, including photocopying and recording for any
purpose without the written permission of Quest Software, Inc. (“Quest”).

The information in this document is provided in connection with Quest products. No license, express or implied, by
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of
Quest products. EXCEPT AS SET FORTH IN QUEST'S TERMS AND CONDITIONS AS SPECIFIED IN THE
LICENSE AGREEMENT FOR THIS PRODUCT, QUEST ASSUMES NO LIABILITY WHATSOEVER AND
DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL QUEST BE LIABLE FOR ANY
DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF
INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF QUEST HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest makes no representations or warranties with
respect to the accuracy or completeness of the contents of this document and reserves the right to make changes to
specifications and product descriptions at any time without notice. Quest does not make any commitment to update
the information contained in this document.

If you have any questions regarding your potential use of this material, contact:

Quest Software, Inc.

Attn: Legal Department

5 Polaris Way

Aliso Viejo, CA 92656
www.quest.com

E-mail: legal@quest.com

Refer to our Web site for regional and international office information.

Trademarks

Quest, Quest Software, the Quest Software logo, AccessManager, ActiveRoles, Aelita, Akonix, AppAssure,
Benchmark Factory, Big Brother, BridgeAccess, BridgeAutoEscalate, BridgeSearch, BridgeTrak, Businessinsight,
ChangeAuditor, ChangeManager, Defender, DeployDirector, Desktop Authority, DirectoryAnalyzer,
DirectoryTroubleshooter, DS Analyzer, DS Expert, Foglight, GPOADmin, Help Desk Authority, Imceda,
IntelliProfile, InTrust, Invirtus, iToken, I/Watch, JClass, Jint, JProbe, LeccoTech, LiteSpeed, LiveReorg, LogADmin,
MessageStats, Monosphere, MultSess, NBSpool, NetBase, NetControl, Npulse, NetPro, PassGo, PerformaSure,
Point,Click,Done!, PowerGUI, Quest Central, Quest vToolkit, Quest vWorkSpace, ReportADmin, RestoreADmin,
ScriptLogic, Security Lifecycle Map, SelfServiceADmin, SharePlex, Sitraka, SmartAlarm, Spotlight, SQL Navigator,
SQL Watch, SQLab, Stat, StealthCollect, Storage Horizon, Tag and Follow, Toad, T.O.A.D., Toad World,
vAutomator, vControl, vConverter, vFoglight, vOptimizer, vRanger, Vintela, Virtual DBA, VizionCore, Vizioncore
vAutomation Suite, Vizioncore vBackup, Vizioncore vEssentials, Vizioncore vMigrator, Vizioncore vReplicator,
WebDefender, Webthority, Xaffire, and XRT are trademarks and registered trademarks of Quest Software, Inc in
the United States of America and other countries. Other trademarks and registered trademarks used in this guide
are property of their respective owners.

White Paper: Active Directory Provisioning: More Efficient, More Secure...Wouldn't it. Be Nice? 1


http://www.quest.com/
mailto:legal@quest.com

Contents

AADSITBICT. ...tttk E R h e Rt R e R oL e e eR bt e eh e e e Rt eh e e ea e e e Rt e ne bt e n b e e e e s e e nreeaa
L[] geTo [ Te11 o] o TP T T T O TP OO TP PR PP PP UPPRPPRUPRTPIT
The ProviSioniNg DOIAIUMS .........viiiiiieieiii ettt e e ekt e et e e s bt e e e se et e e asne e e e s sbr e e e s sne e e e nanneeesnneee s
Challenges Of NALIVE TOOIS.......oiueiieiiiie ittt e e e e s s e e ek bt e e e e e e e s nne e e e s be e e e snneeeesnneeeeannneeenan
We Don’t Live in @ HOMOGENEOUS WOTIA .........ooiiiiiiiiiie ettt e e e s
LI Te I =g}V DI (=T o (o] =T OO TP P TR PRPR PP
YES, [EWOUIL BE NICE ..oveeiiiieiettee ettt e e et e e e e e ettt e e e e e e e e e st eeeee e e s saaeeeeeeessaaa e eeeeeeesabanaeeessssraanseanaens
WEICOME 10 QUESTE ONE...... it ie ettt e e ettt e e e e e e ettt e e e e e e s a et e e e eeeeaaaebaaeeeeeeesaasbbeseeaeeesaassssseseaeesaasnsbaseeaeeaaannes

ADOUL The AULNOT ... .

White Paper: Active Directory Provisioning: More Efficient, More Secure...Wouldn't it. Be Nice?



Abstract

Most organizations spend far too much time provisioning, de-provisioning, and re-provisioning users in Active
Directory. The native tools are inefficient and time-consuming, and the manual processes they require introduce
human error that compromises both the security and stability of the environment. In addition, many organizations
have equally inefficient but completely separate processes for provisioning their non-Windows systems, adding to
administrative overhead and introducing even more security risks.

This white paper explains the challenges of managing Active Directory provisioning using native tools, and the
challenges of provisioning in a heterogeneous environment. It also describes the features and functionality that would
be desirable in a comprehensive provisioning solution such as Quest One.
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Introduction

Provisioning new users, re-provisioning existing users, and de-provisioning departing users —these are some of the
biggest identity management challenges faced by today’s organizations. However, these tasks can be difficult and
time-consuming when using Microsoft Active Directory, a central component of many organizations’ identity
management infrastructure. Moreover, most of these organizations also have several non-Windows systems that also
require provisioning, creating a completely separate and parallel set of identity management challenges.

The fact is that most organizations spend way too much time provisioning, de-provisioning, and re-provisioning Active
Directory and their non-Windows systems. These processes are inefficient and time-consuming, and because they
are entirely manual, they are subject to a great deal of human error that compromises both the security and stability
of the environment. Wouldn't it be nice if Active Directory provisioning was faster, more efficient, and more secure?
And wouldn't it be nice if those non-Windows systems could become part of the same faster, more efficient, and more
secure identity management process?
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The Provisioning Doldrums

Challenges of Native Tools

It's hard to find administrators who enjoy Active Directory provisioning. The native tools available in Windows are
incredibly difficult to use and to automate. For example, simply granting permission on a file or folder to a user or

group requires nearly a dozen mouse clicks and
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Figure 1. Granting permissions in Active Directory requires multiple steps.

It's even more difficult to inventory user permissions, because Windows doesn’t natively provide any central place to
store them. Windows also doesn’t collect historical permissions, making it impossible to determine who has had
permissions to a particular resource in the past. It is difficult to accurately map users to their job roles using native
tools, making it challenging to determine which resources a user should have access to. When new users join the
organization or change roles, permission assignment and re-assignment is often a matter of guesswork. Users
frequently don’t have the permissions they need, creating workload for your help desk. And often they have
permissions to resources they don’t need; this may cause security problems and audit failures. Of course, this
assumes the auditors can even figure out what resources your users actually have permission to.

A final problem is that the native Windows tools force you to pretty much rely on the integrity and attention to detail of
your administrators to implement your organization’s security policy. There’s no top-level, policy-based enforcement
of security—meaning administrators can do pretty much anything they want to when it comes time to assign

permissions.
It would be nice if you could:

security management
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Accurately assign permissions to job roles, rather than individual users or Windows user groups
Simply place users in the correct job roles to grant and remove permissions to resources

Track both current and historical permissions in a central location, enabling faster and easier audits and



e Enforce your security decisions through a top-level policy

We Don't Live in a Homogeneous World

Does your organization include any Mac, Linux, or Unix computers? What about enterprise applications and legacy
systems? Managing resource permissions on those systems is usually completely manual, involving an entire
additional layer of user accounts, directories, and so forth. There’s no true native integration between Active Directory
and these non-Windows systems, so users typically have to remember multiple accounts and passwords, and
administrators have to learn and execute entirely different patterns for managing permissions and provisioning
accounts.

Think about it. When a new user arrives in the organization, someone in your IT department has to create an Active
Directory user account, assign it to various user groups, and manage permissions on countless files, folders,
databases, shared folders, and more. Someone else has to create accounts on Unix servers, and another person
may have to assign permissions on Mac, Linux, and Unix computers, as well as dozens of applications. When
multiple administrators are required to manually perform multiple tasks, it's time consuming and error prone.

Even worse, what happens when a user leaves your organization? Will your administrators remember each and
every account that has to be disabled and de-provisioned? You’d better hope so, because if not, you're leaving a
back door open for that user to exploit any way they wish. Maybe their next employer could benefit from access to
some of your organization’s intellectual property?

It would be nice if you could:
e  Provision users once in Active Directory, and have that automatically extend to hon-Windows systems
e De-provision users automatically across the entire enterprise

e  Offer your users a single user name and password to use across Mac, Unix, Linux, and Windows systems
as well as many applications

Too Many Directories

Most companies have more than one directory, even if you don’t always think of some of those things as “directories.”
For example, you probably have some kind of Human Resources database where user information lives; why not use
that to drive your provisioning process, first to Active Directory and from there to drive your Mac, Unix, and Linux
provisioning?

Are you using Novell eDirectory? Sun One Directory Server? A directory that supports SPML? Maybe you have an
application-specific user database contained in an Oracle or SQL Server database? SharePoint Server? Google
Apps? Every one of these directories and databases is yet another thing an administrator has to spend time on when
provisioning, re-provisioning, or de-provisioning users—as well as another place for simple human error to degrade
the stability and security of your environment.

Maybe you already have an existing identity provisioning framework, such as a metadirectory or identity lifecycle
manager, but want to use it to also drive the assignment and removal of resource access permissions. That would
truly help automate the entire provisioning process!

It would be nice if you could:
e Drive provisioning activity in all of your directories and databases from a single source like Active Directory
e Drive Active Directory itself based on information in external directories or databases
e Maintain two-way synchronization of identities between various directories and databases

e Connect identity management and access management activities in a single, consolidated process
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Yes, It Would Be Nice

It would be nice to have an environment that featured automated, enforced, cross-platform and cross-application
provisioning. The capabilities you need can be summarized into three essential pillars of functionality:

Extend Active Directory to non-Windows systems running Mac OS X, Unix, or Linux. Give your users
a single identity, driven from and controlled by your central Active Directory infrastructure. New accounts are
created automatically, and de-provisioned accounts are automatically de-activated across the entire
enterprise. Users get a single user name and password, helping to make their jobs easier and lowering your
help desk’s workload.

Enable Active Directory to synchronize with external databases and directories, including SharePoint Server,
line-of-business applications, and many more, using add-on connectors. Every system on almost any
modern operating system can now enjoy two-way identity synchronization. Best of all, identity provisioning
can be used to drive automated access management.

Automate Active Directory-based provisioning and administration. Users are assigned to job roles that
map directly to their organizational responsibilities, ensuring that they always have the right permissions to
the right resources— nothing more and nothing less. They are happier because they can get to the
resources they need to do their jobs; administrators are happier because everything is automated,
minimizing the need for tedious, manual button-clicking.

If you top it off with customized high-level security policies that control who can do what within your environment,
administrators no longer manage permissions directly on resources; they use an abstracted interface that is largely
automated and related to user job roles. Both current and historical permissions are tracked and can be used to
generate auditing reports quickly and on demand. Your security policies are enforced automatically, ensuring that
administrator mistakes or maliciousness never create a security issue in the environment.

Wouldn’t it be nice if all these capabilities really existed?
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Welcome to Quest One

Here’s the good news - those capabilities do exist, and you can quickly and easily add them to your environment
today.

The Quest One Identity Solution from Quest Software brings you capabilities that are not only nice to have—they're
great. You get three basic pillars of a consolidated, automated identity and access management process:

e Across-platform identity for your users; Active Directory provisioning is extended to non-Windows
systems, and users only have one user name and password to remember.

e Identity synchronization for Active Directory and beyond, including numerous external databases
and directories; everything is connected to access management for completely automated provisioning.

e Automated provisioning, administration, and access management for Active Directory and beyond;
you can automatically provision users and groups, enforce access permissions through top-level policies,
and eliminate unregulated access to resources.

Because administrators have a more automated, secure, and efficient process, Quest One helps you do more with
less. Your environment becomes more uniform because identities are automatically synchronized. Best of all, your
environment remains more stable and secure, thanks to automation, reduction of human error, and top-level policies
and workflow. Even your help desk benefits from a lower workload associated with identity management and access
permissions.

To learn more, visit http://www.quest.com/identity-management/provisioning.aspx.
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About Quest Software, Inc.

Now more than ever, organizations need to work smart and improve efficiency. Quest Software
creates and supports smart systems management products—helping our customers solve

everyday IT challenges faster and easier. Visit www.quest.com for more information.

Contacting Quest Software
PHONE  800.306.9329 (United States and Canada)

If you are located outside North America, you can find your

local office information on our Web site.
E-MAIL  sales@quest.com

MAIL Quest Software, Inc.
World Headquarters
5 Polaris Way
Aliso Viejo, CA 92656
USA

WEB SITE www.quest.com

Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest product or who

have purchased a commercial version and have a valid maintenance contract.

Quest Support provides around-the-clock coverage with SupportlLink, our Web self-service.
Visit SupportLink at https://support.quest.com.
SupportLink gives users of Quest Software products the ability to:

- Search Quest’s online Knowledgebase

- Download the latest releases, documentation, and patches for Quest products

- Log support cases

« Manage existing support cases

View the Global Support Guide for a detailed explanation of support programs, online services,

contact information, and policies and procedures.
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